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1 Special section on impact of quantum technologies on n et works and net wo rking 
research: Quantum-noise: protected data encryption for WDM fiber-optic networks 
Eric Corndorf, Chuang Liang, Gregory S. Kanter, Prem Kumar, Horace P. Yuen 
October 2004 ACM SIGCOMM Computer Communication Review, volume 34 issue 5 

Publisher: ACM Press 

Full text available: "g| pdf(69 674 KB ) Additional Information: full citation, a bstract, re fere n c es, index terms 

We demonstrate high data-rate quantum-noise{protected data encryption through optical 
fibers using coherent states of light. Specifically, we demonstrate 650Mbps data 
encryption through a lOGbps data-bearing, in-line amplified 200km-long line. In our 
protocol, legitimate users (who share a short secret-key) communicate using an M-ry 
signal set while an attacker (who does not share the secret-key) is forced to contend with 
the fundamental and irreducible quantum-measurement noise of coherent stat ... 

Keywords: data encryption, quantum cryptography 



2 Miscella n y: Quantum cry ptography in practice | 
Chip Elliott, David Pearson, Gregory Troxel 

August 2003 Proceedings of the 2003 conference on Applications, technologies, 

architectures, and protocols for computer communications SIGCOMM '03 

Publisher: ACM Press 

r- |i . ■ ., . , 0. , l/ono QO |, DN Additional Information: full citation, abstract, references , citings, index 

Full text available: pdf(809.93 KB) - 

K - J " ~"~ " terms 

BBN, Harvard, and Boston University are building the DARPA Quantum Network, the 
world's first network that delivers end-to-end network security via high-speed Quantum 
Key Distribution, and testing that Network against sophisticated eavesdropping attacks. 
The first network link has been up and steadily operational in our laboratory since 
December 2002. It provides a Virtual Private Network between private enclaves, with user 
traffic protected by a weak-coherent implementation of quantum cryptogra ... 

Keywords: IPsec, cryptographic protocols, error correction, key agreement protocols, 
privacy amplification, quantum cryptography, quantum key distribution, secure networks 
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April 2000 Proceedings of the tenth conference on Computers, freedom and privacy: 
challenging the assumptions CFP '00 

Publisher: ACM Press 

Full text available: fS I pdf(1 07.79 KB) Additional Information: full citation , references , index terms 



4 An introduction to qu antum computing for n on-ph ysicists 

September 2000 ACM Computing Surveys (CSUR), volume 32 issue 3 
Publisher: ACM Press 

Full text available: 1 Bpdff491.89 KB) Additional Information: fyHcitation, abstract, references, citings, index 
^ terms, review 

Richard Feynman's observation that certain quantum mechanical effects cannot be 
simulated efficiently on a computer led to speculation that computation in general could 
be done more efficiently if it used these quantum effects. This speculation proved justified 
when Peter Shor described a polynomial time quantum algorithm for factoring intergers.In 
quantum systems, the computational space increases exponentially with the size of the 
system, which enables exponential parallelism. ... 



Keywords: complexity, parallelism, quantum computing 



Special section on impact of quantum technologies on networks and networking j 
research: Quantum networks: from quantum crypt o graphy to quantum arch it ecture 
Tatjana Curcic, Mark E. Filipkowski, Almadena Chtchelkanova, Philip A. D'Ambrosio, Stuart A. 
Wolf, Michael Foster, Douglas Cochran 

October 2004 ACM SIGCOMM Computer Communication Review, volume 34 issue 5 
Publisher: ACM Press 

Full text available: ^| pdf(221.26 KB) Additional Information: full citation , abstract , references 

As classical information technology approaches limits of size and functionality, 
practitioners are searching for new paradigms for the distribution and processing of 
information. Our goal in this Introduction is to provide a broad view of the beginning of a 
new era in information technology, an era of quantum information, where previously 
underutilized quantum effects, such as quantum superposition and entanglement, are 
employed as resources for information encoding and processing. The ability t ... 

A r c hi te ctural implications of quantum computing technologies \ 
Rodney Van Meter, Mark Oskin 

January 2006 ACM Journal on Emerging Technologies in Computing Systems (JETC), 

Volume 2 Issue 1 
Publisher: ACM Press 

Full text available: g pdf( 3. 2 4 MB) Additional Information full citation, .abstract, refere n ces, index terms 

In this article we present a classification scheme for quantum computing technologies that 
is based on the characteristics most relevant to computer systems architecture. The 
engineering trade-offs of execution speed, decoherence of the quantum states, and size of 
systems are described. Concurrency, storage capacity, and interconnection network 
topology influence algorithmic efficiency, while quantum error correction and necessary 
quantum state measurement are the ultimate drivers of logical do ... 

Keywords: Quantum computing, quantum computer architecture 
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May 2005 Crossroads, volume n issue 3 
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Quantum c rypto graphy: A survey 

Dagmar Bruss, Gabor Erdelyi, Tim Meyer, Tobias Riege, Jorg Rothe 
July 2007 ACM Computing Surveys (CSUR), volume 39 issue 2 
Publisher: ACM Press 

Full text available: ^ pdf(335.26 KB) Additional Information: full citation , abstract , references , index terms 

We survey some results in quantum cryptography. After a brief introduction to classical 
cryptography, we provide the quantum-mechanical background needed to present some 
fundamental protocols from quantum cryptography. In particular, we review quantum key 
distribution via the BB84 protocol and its security proof, as well as the related quantum 
bit commitment protocol and its proof of insecurity. 



Keywords: Quantum bit commitment, quantum cryptography, quantum key distribution 



9 Cr yptology Column: The Book I've Always Wanted To Write (Almost) 
Gilles Brassard 

June 1995 ACM SIGACT News, volume 26 issue 2 
Publisher: ACM Press 

Full text available: |l|pdf(211.09 KB) Additional Information: ful l citation 



1 0 Routin g: Secure routerless routing 
Vince Grolmusz, Zoltan Kiraly 

August 2004 Proceedings of the ACM SIGCOMM workshop on Future directions in 
network architecture FDNA '04 

Publisher: ACM Press 

Full text available: ^f) pdf(171.68 KB ) Additional Information: full citation , abstract, ref erences , index terms 

Suppose that there are n Senders and r Receivers. Our goal is to design a communication 
network such that long messages can be sent from Sender / to Receiver n(/) such that no 
other receiver can retrieve the message intended for Receiver n(/). The task can easily be 
completed using some classical interconnection network and routers in the network. 
Alternatively, if every Receiver is directly connected to all $n$ Senders, then the Senders 
can choose wh ... 

Keywords: high speed optical networks, routerless routing, secure network protocols 



11 P e rf ect cryptographic security from partially indep e nden t channels 
Ueli M. Maurer 

January 1991 Proceedings of the twenty-third annual ACM symposium on Theory of 
computing STOC '91 
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Full text available: |S| pdf(1.06 MB) Additional Information; fu ll citation, references, citings, index terms 
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Publisher: ACM Press 



Full text available: ^| pdf(534.00 KB) Additional Information: full c itation , referenc es 



13 Tea ch in g context in informa tion security Q 
Matt Bishop 

September 2006 Journal on Educational Resources in Computing (JERIC), volume 6 issue 

3 

Publisher: ACM Press 

Full text available: Qpdf( 120.65 KB) Additional Information: full citation , abstract , references , index terms 

This article investigates teaching the application of technical ideas by non-technical 
means, especially by using puzzles to engage students. After discussing the need to teach 
students to evaluate contexts in which decisions about computer security must be made, 
we suggest questions and scenarios drawn from political science, history, as well as other 
humanities, to force students to apply or derive principles of computer security in unusual 
and unexpected situations. Our experience shows th ... 

Keywords: Environment, computer security, instruction, judgment 




14 Design and performance evaluation of a full-du ple x operating re ceiv er for time- 
hopping UWB 

Tomaso Erseghe, Nicola Laurenti 

August 2006 Mobile Networks and Applications, volume n issue 4 
Publisher: Kluwer Academic Publishers 

Full text available: ^ pdf(986.33 KB ) Additional Information: full citation , a bstract, references , in dex te rms 

One of the most attractive features of time-hopping ultra-wide-band (UWB) transmission, 
largely ignored in the literature so far, is the possibility to operate in full-duplex mode, 
thanks to its very low duty-cycle. This allows a terminal to transmit and receive within the 
same time frame and frequency band, yielding a considerable saving of time and band 
resources at the radio-resource-management layer. In this paper, we propose a 
methodology to design channel estimation/synchronization and dem ... 

Keywords: asynchronous networks, full duplex communications, multipath channel 
estimation, time hopping communications, ultra wide band communications 
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November 2003 Proceedings of the 2003 ACM symposium on Document engineering 
DocEng '03 

Publisher: ACM Press 

Full text available: « pdf(261 .28 KB) Additlonal lnformation - MciMoo, abstract, references , citings, index 
w "' " terms 

We describe the design and use of a personal digital library system, UpLib. The system 
consists of a full-text indexed repository accessed through an active agent via a Web 
interface. It is suitable for personal collections comprising tens of thousands of documents 
(including papers, books, photos, receipts, email, etc.), and provides for ease of 
document entry and access as well as high levels of security and privacy. Unlike many 
other systems of the sort, user access to the document collection ... 



http://portal.acm.org/res^ 



11/26/2007 



. Results (page 1): +quantum ^optical +encryption 



Page 5 of 5 



Keywords: document management, document repository, page image, personal digital 
library, thumbnail interfaces, web interfaces 

16 Linu x Clusters a t NIST Q 
Wayne J. Salamon, Alan Mink 

June 1999 Linux Journal 

Publisher: Specialized Systems Consultants, Inc. 

Full text available: [g) html(19.49 KB) Additional Information: full citation, abstract, references, ind ex terms 
NIST is using Linux clusters for research, benchmarking them against super computers 

17 GP G P U : general purpose computation on graphics hardware Q 
David Luebke, Mark Harris, Jens Kruger, Tim Purcell, Naga Govindaraju, Ian Buck, Cliff 
Woolley, Aaron Lefohn 

August 2004 ACM SIGGRAPH 2004 Course Notes SIGGRAPH '04 
Publisher: ACM Press 

Full text available: ^ pdf(63.Q3 MB) Additional Information: full cita t ion , abstract, citin gs 

The graphics processor (GPU) on today's commoidity video cards has evolved into an 
extremely powerful and flexible processor. The latest graphics architectures provide 
tremendous memory bandwidth and computational horsepower, with fully programmable 
vertex and pixel processing units that support veictor operations up to full IEEE floating 
point precision. High level languages have emerged for graphics hardware, making this 
computational power accessible. Architecturally, GPUs are highly parallel s ... 
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